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********** START OF 1st CHANGE **********
6.x.1.1
Security handling in Control Plane User Data for Control Plane Optimization for 5GS CIoT
The Control Plane Optimisation for 5GS CIoT is used to exchange control plane user data as payload of a NAS message in both uplink and downlink directions. The UE and the AMF perform integrity protection and ciphering for the control plane user data using NAS security context. 

If UE uses Control Plane optimisation for 5GS CIoT for Mobile Originated data transport, the UE sends an initial NAS message including control plane user data. The initial NAS message shall be partially ciphered and integrity protected with by the current 5G NAS security context if such exists. In this case, the length of the key stream is set to the length of the part of the initial plain NAS message that is to be ciphered. The ciphered part is defined in TS 24.501 [35]. Upon receipt of the initial NAS message for control plane user data transport, the AMF shall verify integrity of the initial NAS message and decipher the ciphered part to obtain the control plane user data. 

If UE uses Control Plane optimisation for 5GS CIoT for Mobile Terminated data transport, the UE obtains control plane user data in DL NAS transport message from the AMF. The DL NAS transport message shall be ciphered and integrity protected with the current 5G NAS security context. Upon receipt of the DL NAS transport message for control plane user data transport, The UE shall verify and decipher the DL NAS transport message to obtain the control plane user data.
********** END OF 1st CHANGE **********
